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IBM PowerSC

Designed for enterprise security and
compliance

PowerSC is a software that manages the security and compliance of IBM®
Power® servers and operates on IBM AIX®, Linux, and IBM i platforms. This
integrated solution provides elevated security and compliance levels by
leveraging the comprehensive features of the IBM Power software stack,
which encompasses components ranging from the hypervisor and
firmware to virtualization and the operating system. Furthermore, it
includes safeguards for network traffic across these various layers,
enhancing overall security.

PowerSC software should be deployed on every server that is in
production or houses important information. Such industries such as
banking/finance, SLED, FED, and customers looking into modernization-
moving to AI. No Power server or customer is too small. In addition to
securing your power servers, PowerSC can also be used to help secure SAP
HANA, SAP Rise, Oracle, and Epic deployments.

Use cases

» Scan sensitive data and protect your applications on Power servers.

» Enhances your ability to meet compliance in industries that have
regulations.

= Use secure electronic records and management systems to keep
sensitive information safe.

« Restrict access to data by using the built in Multi Factor
Authentication



Benefits

Cost Reduction, streamline administration and reduce operational costs
by providing a centralized approach to security management.

Compliance Readiness, facilitate faster preparation for compliance
audits, allowing organizations to meet regulatory requirements with
confidence by using the pre-built reporting features.

Risk Mitigation, increase visibility into potential security threats, enabling
proactive risk management and enhancing overall peace of mind by
utilizing the visual features in PowerSC

Implementing PowerSC not only helps protect your IT infrastructure but
also your organization's reputation in the marketplace. By demonstrating a
commitment to security and compliance, businesses improve their
positioning and drive better outcomes.

PowerSC 2.2.0.5

What it does Provides high level security options to protect IBM
Power

Additional Quantum Safe ciphers and certs, Manual scan
trigger, CLIC library, and scan scheduler

Rule Exemption/Remediation operations details on
Compliance page

Key Features

Improved HA Capabilities

Customer Events w/pre-built reports

AIX CISv3 Profile

PMFA- now includes PASE version

Additional Swagger functionality- rule exemptions,
language filters, Quantum Safe examples

Clam AV now in local database set up with options
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Latest updates

PowerSC 2.2.0.5 has unleashed capabilities. The most notable feature is
the enhancement to Quantum Inventory Scanner, which enables users to
scan their Power server certificates, keys, and ciphers to assess their
compliance with quantum requirements. Furthermore, version 2.2.0.5
enhances compliance options, provides improvements to the homepage,
and offers a more efficient update system for AIX deployments.

Conclusion

Integrating PowerSC into your security framework is essential for
addressing the pressing challenges posed by advancing technologies,
particularly quantum computing. Quantum security has emerged as a
significant concern within the contemporary security landscape. The
advent of quantum computers has escalated security risks due to their
capacity to compromise existing encryption algorithms. Unscrupulous
actors are adopting a "harvest now, decrypt later" attack strategy, which
jeopardizes all encrypted information. PowerSC is now equipped to help
users in navigating their quantum security initiatives. Embracing this
strategic initiative not only fortifies the protection of vital assets but also
enhances the overall resilience and adaptability of your organization in a
rapidly changing security environment.
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Why IBM?

Organizations must stay updated on security advancements to enhance protection
and compliance. IBM is a leader in security innovation, providing solutions that
empower businesses against emerging threats. PowerSC, part of IBM’s security
suite for IBM Power servers, provides security, compliance, and operational
efficiency, helping organizations remain agile amid evolving challenges.

For more information

To learn more about our software, visit PowerSC product page, contact your IBM
representative or your IBM Business Partner. You can also join the IBM PowerSC
community.
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